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More Complete Story

Open Source Intelligence + Crypto

Open Source Information + Tracing
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Open Source

* Many crypto related crimes have a large open
source component.
* Facebook / Twitter / Discord / Reddit
* Blockchain metadata
* Etc.

* Open source information helps you understand the
human activity behind transactions that you see on
blockchains

* Open source information helps you prepare for
searches and seizures
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Toronto

Ontario court freezes access to fundsraised for
protest convoy on GiveSendGo platform

f = & in

Order applies to 'Freedom Convoy 2022' and 'Adopt-a-Trucker' campaign pages

Policy

Canada Sanctions 34 Crypto Wallets Tied to Trucker
'Freedom Convoy'

Bitcoin, Ethereum, Litecoin, Monero and Cardano addresses are all on the list.
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Questions

1. How many dollars worth of bitcoins did each
trucker receive?

2. What method was used to share the bitcoins —
what was being given to the truckers?

3. What wallet were the truckers told to use In
order to claim their Bitcoins?

4. How many donations were made to the
fundraiser?
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OSINT Can Inform Tracing

OSINT may tell you activities what on-chain
transactions represent.

OSINT may show you the intent behind on-
chain transactions.

OSINT may tell you whether multiple individuals
are involved in conducting transactions.

OSINT may tell you whether the seizure of
virtual assets require multiple keys.




Trucker Protest OSINT Sources

* Social media posts on YouTube, Twitter,
Reddit, etc.

 Comments on donation web pages
* Blockchain data

Protesters were posting information
everywhere.
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Twitter

* Navigate to the following Twitter web page:
https://twitter.com/HonkHonkHod|I

* Where were supporters directed to navigate to in
order to make donations (i.e. leave tips)?



https://twitter.com/HonkHonkHodl
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Two Main Fundraisers

- Adopt-a-Trucker  gofindme
* Small amount raised ($10,000)
* Multiple cryptocurrencies
* Website shut down because of policy violations

- HonkHonk Hodl

* Large amount raised (~$1.2 Million)

* Bitcoin only
* Lightning Network donations possible

* Website security & privacy has been increased
* Donations are still being cashed out




f"!‘f
Adoptatrucker.ca gofundme

* Website facilitated donations using fiat
payment systems.

* Linked to GoFundMe

* Bitcoin, Ether, and other cryptocurrencies
were accepted.

* Bitcoin address active starting 5 Feb
* Total donations approximately $10,000




Chainalysis - Adopt-a-Trucker

Bitcoin Donation Timeline

Root Address

beclgvetv2l3vseslmpralee7kghhms...

"' Watch

Overview  Counterparties

Transfers

Balance:

Sent:

Received:

Total Fees:

Addresses

824366 BTC

132172 BTC

.15691% BTC

8883758 BTC

OSINT

| CLASSIFIE

Adopt-a-Tru...

Donation -

Register.Ad...

Transfers:
Withdrawals:
Deposits:

Addresses:

© Both external and internal withdrawal transfers are displayed in the transfers list.

0.15

Balance in BTC
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Adopt-a-Trucker donation info was

available on Reddit and Twitter
bclqvetv2I3v508Impral067kghhm6x6nsm70rgwhx

Ways to donate

the best way to make sure your donation is received, is always fo arrive yourself in Ottawa ay
community”

nd defiver the aid, or sponsor someone from your

ADA addrlgxwxppd3ahishd 3f88hdjnBngrumédfesmeck3nnwkwgispbéelskdxhyrdimSvaing 3ulw9udgemvikhrjdxcu3sma0hgtz3wuy
XMR 423nPDQgsPraAgFSHaUBMrYQQCEb2 56 2iLLWuld ZyEGEGsavd pNxWiDjreSUzwgWQCXi6Griz8jtYW]S4pwoImKeDoBVdWo
ETC OxB8CD1D4611D45635TeFB620450d3121672305d03

1+ https://www.reddit.com/r/Monero/comments/suérx0/monero says no/
https://twitter.com/i/status/1494416546529112076



https://www.reddit.com/r/Monero/comments/su6rx0/monero_says_no/
https://twitter.com/i/status/1494416546529112076
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Chainalysis identified additional
Adopt-a-Trucker Addresses e

Adopt-a-Trucker

other Adopt-a-Truck.. ic
other Adopt-a-Truck.. (Em)
other Adopt-a-Truck.. (imc)
other Adopt-a-Truck... .E.:.
unknown a (0s)
deposit address a (‘eos)

BTC: bclqvetv2I3v508Impral067kghhm6x6nsm70rgwhx
ETH: 0x859481Ef7dAc321078547f50c756C8924EaB183f
LTC: ltclqqhzc2dflesccd5gx6ugqagcplzakrk8wixI8zq

12
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Adopt-a-Trucker - Bitcoin

* Total received = 0.15325265 BTC (~$7,620 CAD)
* 72 Deposits (i.e. donations)
* 3 Withdrawals

* OSINT in Chainalysis showed complaints on
BitcoinAbuse

Qverview Counterparties Transfers Addresses OSINT

Source Date Subject

Chainalysis Identification 02/17/202212-:00 AM  OTHER: RCMP - Cryptocurrency Alert 2022-02-15 bc1qvetv213v508Impral...

Chainalysis Identification 02/17/2022 12200 AM  OTHER: RCMPF - Cryptocurrency Alert 2022-02-15 bec1q82ejx54e8ralla9n..
Bitcoin Abuse 02/15/2022 6:16 AM crypto scam from freedom convoy adopt-a-trucker.ca

Bitcoin Abuse 02/15/2022 10:47 AM  other from Recover your lost money

13
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Adopt-a-Trucker
Bitcoin
Donations

bl g

& Canadian Exchange -



UNCLASSIFIED - NON CLASSIFIE

Set up after GoFundMe/Adopt-a-Trucker shut down

HONKHONK HODL

15
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TallyCoin — HonkHonk Hodl

https://tallyco.in/s/lzxccm/ Tallycoin

* Set up in response to other donation sites being
shut down.

* 2339 donations (not 10s of thousands as claimed)
* 17 withdrawals

« 20.735 BTC received ($1.2 Million CAD)

* Primarily active from 2 to 15 February, 2022

03Feb22 05Feb22 07Feb™2?2 09Feb’22 11Feb22 13Feb’22 15Feb22 17Feb22 19Feb22 21 Feb'22

16


https://tallyco.in/s/lzxccm/
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Donation Web Page (Tallycoin)

Shows the Donation Address
bclglc2gpmazrr9gded07d9a40I1t21q7pp2v7h4c5jx

yooi Explors W@ iign Up Llogin
Dewgilz  Contributors (5343) Charts Share
BITCOIN FOR TRUCKERS
GOAL REACHED
CAD $1161857.67 * raised goal $1119958.09
]
1-

Goal 21 BTC

Raised 21.69934385BTC

Contributors (5343)

17
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OSINT availability is time sensitive

(but don’t worry...)

The donation
page now
redirects to a
login page!
Information is no
longer openly
available

As situations
change, sites
tend to get

locked down

https://tallyco.in/s/lzxccm/
redirected to

https://tallyco.in/

currently redirects to
https://tallycoin.app/

zero-fee
crowdfunding

sigh up

you keep every satoshi

2 . - |earn more
Via Twitter W

viaemail & | "/

18


https://tallyco.in/s/lzxccm/
https://tallyco.in/
https://tallycoin.app/

WHAT WERE THE
MOTIVATIONS BEHIND THE
DONATIONS?
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Exercise: Internet Archive

* Alocked down site’s content may remain
available via snapshots taken by the Internet

Archive.

1. Go to https://web.archive.org/

2. Enter the trucker donation URL from Facebook:
https://tallyco.in/s/Ilzxccm/

3. Select a date and open a snapshot.
4. What information can you see?

20


https://web.archive.org/

Internet Archive has Snapshots

https://web.archive.org/web/*/https://tallyco.in/s/lzxccm/

INTERNET ARCHIVE Explore more than 654 billion web pages s
DONATE Illnllnnll""lﬂﬂ "IIIIH hitps:/Atallyco.infsizxcem/
- Collections - Changes - Summary - Site Map - URLs

Saved 30 times between February 1, 2022 and February 11, 2022,

1 2z 3 . 4g0s

3 4 & 3 7 8 9

Each of the snapshots shows 500
donations and associated
messages.

UNCLASSIFIED - NON CLASSIFIE

21 https://web.archive.org/web/*/https://tallyco.in/s/lzxccm/



https://web.archive.org/web/*/https:/tallyco.in/s/lzxccm/
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Users were able to post messages when
thev donated

@ Taxation is theft

Hold the line!!! With love from Germany!

SAT 1,000 » moments ago

SAT 114156 ~ moments ago &

Truckers, you are standing up for freedom across the world.

Stay strong. We are with you. GFUSA

SAT 45,662 = moments ago &

* Messages can still be seen
* Messages can be tied to specific donations via
amounts

* Snapshots may be deleted if the site owner
requests it.

22 1 BTC= 100 Million Satoshis



ChainaIySiS %S Chainalysis

* Displays the donation Date & Time
* Displays precise donation amounts
* Displays the donating addresses

You can link the donation comments to
an exported spreadsheet of transactions
from Chainalysis

23



UNCLASSIFIED - NON CLASSIFIE

Date & Time — Amount - Address

Root Address

Balance:

beclglc2gpmzrrSgded@ydiadelt21qg7pp2.. Sent:

[\ watch

Overview  Counterparties

Transfers

Received:
Taotal Fees:

Addresses OSINT

@ Both external and internal withdrawal transfers are displayed

Date (UTC) =

» B2/26/2022

> 82/23/2022

> B2/22/20822

> B2/22/20822

> B2/22/20822

> 82/20/2a22

» 82/19/2022

Tx Hash

cfl267cefed4ce..

871061227929e25...

@a73183fefIedd2.

6T749ebo48bTebe..

5207668b2a5Tf5e..

bo49d3asd6ad885...

5fad20ae4373167...

112941 BTC

28

28

085864 BTC

Transfers:
BTC Withdrawals:
BTC Deposits:

Addresses:

CSV Exports

Export Exposure

Export Exposure USD

Export Counterparties

Export Transfers

de7..

Export Addresses

Export OSINT

. 008213

. B0a1 78

. 806124

da7..

bclglc2gpmzrrogdeda?..

beclglc2gpmzrrogdeddy..

bclglc2gpmzrrigdeda?..

Counterparty

® bclgmt73kIszt467W..

® bclgqux7@aazuemaza..

® bclgkjnm@zyuzsx9s..

® bclgPeewdedhefom].-

® bclgRBz&f28t3vzgu..

® bclgreghx4npSkarc..

® bclgqueddul jezz6hs..




Cluster_transfers_of_Honkhonk_Hodl_-_Canadian_Freedom_Convoy_Donation_-_Tallyco_in_BTC - Excel

Insert  Page Layout  Formulas  Data Review  View Help Q Tell me what you want to do

Eric Rowe @ [l

‘:ﬁr Share

.n.D % g rl== % - b [2 Conditional Formatting ~ &= Insert - > - %T p
By - N _ ¥ Format as Table ~ X Delete ~ ~ ’
Pafte d B I u-[H-[&- & === = $ - % 0% 3 (7 Cell Styles ~ @ Format ~ v Eii:r&v S:::fi
Clipboard = Font [ Alignment = Number = Styles Cells Editing
G25 - fr
A B
1 |This file contains a list of all transfer outputs of the cluster identified by the following root address:
2 |belglc2gpmzrrgded07d3ad0lt2lq7pp2v7hacSjx
3 | The cluster is also known by the following name:
4 |Honkhonk Hodl - Canadian Freedom Convoy Denation - Tallyco.in
5 |
6 |Each line represents a transfer output which is either sent to the cluster or received by the cluster.
? |
8 |Columns:
9 |Hash: The 32 byte hash of the transfer that contains the output.
10 |Date: The date when the transfer was confirmed.
11 |Receiving Address: If the output is received by this cluster then this will be the address in the cluster that received payment.
12 | Counterparty Address: If the output is sent by this cluster then this will be the address in the peer cluster that payment was sent to.
13 |Counterparty Cluster Name: The name of the peer cluster if it has been given a name.
14 |Counterparty Category: The category of the peer cluster if it has a category.
15 |Counterparty Org Name: The org name of the peer cluster if it has been given an organization name.
16 |Value: The approximate values.
17 |USD value: The approximated USD value converted by using daily average prices. 0 if the price is unknown.
18 |
19 |Hash Date Receiving Address
20 |
21 | 4f3d2f959776e505d1e93415da8a23d743f6d53185a7ac6a819934972985b386 2022-02-02 0:09 bclglc2gpmzrr9gded07d9a40
22 |4cbfb8044d40a5431e4c1c7e48dbabbe082defbcd 2be73a5950a580040d81d05 2022-02-02 0:17 bclglc2gpmzrrigded07d9a40
23_ 3233ed66b9815e0dbfc308ac9551a30c13179667e1a84d823f8bd2f9609daba2 2022-02-02 1:19 beclglc2gpmzrr9gded07d9a40
24 |0450edf39a65a2780ff5c8f8e82e8f7ce711e5¢74ac003769e1d616e1a23¢291 2022-02-02 1:19 bclglc2gpmzrr9gded07d9a40
ESJ 811cc80972814086f9e78b1b4944ebf16b2f9c19fe8a2c8fd84691ae46c798df 2022-02-02 1:19 bclglc2gpmzrr9gded07d9a40
26 |3848a196d735cf080edc3dedeb22cd55abefob4ebbae74f7f3975cb6434cdb53 2022-02-02 1:29 belglc2gpmzrr9gded07d9a40
| Cluster_transfers_of Honkhonk_H ‘ @ [« | [v]
Ready  (*pAccessibility: Unavailable 5] b -———+ 100% ]
@ Truckers, you are standing up for freedom across the world.
Stay strong. We are with you. GFUSA
SAT 45,662 = momenis ago &
0.00114139
Coinbase.com exchange | D.DDD45662_|

(A alaiaieis ol

-]
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UsD Value

* Value

49.68661
19.93549

4N NN7A

0.00025734
0.00122121
0.00002587
0.00129515
0.00269025
0.00002581
0.0012938
0.00519532
0.00517761
0.0005
0.01071829
0.00012925
0.00077416
0.000693
0.00051623
0.00097
0.00025989
0.00051943
0.00025999
0.00129947
0.00130242

9.94711
47.38708
1.00172
50.15014
104.17049
0.99565
49.90997
200.41602
199.98441
19.31242
413.99234
5.00475
29.97663
26.83399
19.96619
37.55985
0.992838
19.9723
9.99672
49.96517
50.43164

25
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Donations from Exchanges
& Large Donations

& & & -8 & @
3 - [
b ;

* One donation was for 5
BTC ($250,000 CAD)

* Many donations came
directly from Exchanges i

@ O

BitBuy.ca Cnrnﬁquare

Canadian Cryptocurrency Exchanges

26
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One large donation used a "Vanity Address”

381Jun8PgtyPdupe7TZ3UtAgmi6vZhiwQ
4

* What does June 8 refer to?

* What does gty refer to? (Grace to You Church?)

* What does dupe refer to?
N

HIGH VALUE DONNORS
(0.25 BTC or more)

Vanity Address
381Jun8PgtyPdupeTTZ3UtAgmibvZhiw(Q4

27



WHAT ACTIONS DO THE
GRAPHED TRANSACTIONS &
ADDRESSES REPRESENT?
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Trucker Payouts

* $8,000 donations

* Disbursed by handing out envelopes to truckers
* Used Seed Word Lists (i.e. wallet backups)
* Used Blue Wallet

I - ;}# ?m“ .j-ﬂ-?'

"MP"“

t'!-ﬂ
1 - e ;. f'i' -!.f L .F" ﬁ‘”
— ,.t-:ﬂﬁ‘- o ol <3
(e, gt
P a_""' #:(.. - =

1S wallet

29
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If we follow the bitcoins we find
transfers of small amounts to

101 addresses

Root Address Balance: BTC Transfers:

bclg42t9dhpgcbdudpimdkoncrmkes?... Sent: 14 BTC Withdrawals: 181
Received: 14 BTC Deposits: 1
[\ Watch
Total Fees: .8\82 BTC Addresses: i |
Overview  Counterparties Transfers  Addresses  OSINT 4
Counterparty Transfers Sent~ Received 02/22 02/22
® bclqwvddseyy3yyqfosad8vmhfzsdju.. 1 . 084
® bclgj7fd7642y7ufcllyspjs7wip8ah.. 1 . 084
® bclq955pcz3pvveflycjns5julkdf24.. 1 . 084
® bclgdzc3madS8rwvydkkf792pdjgeds.. 1 .004

30



UNCLASSIFIED - NON CLASSIFIE

Each of 101 smaller addresses contain
0.144048 BTC

befgdze3mad...

CI.OU---/.

/ﬂﬁ - belgj7fd764... .

-@ -@ E .%.
bclqvTkohlt... bclqungqcxe... belga2tadhp. ..

bclg955pcz3...

Honkhonk Hodl
-Canadian
Freedom
Convoy

belgwv03s6y...

woabhe bhabe Bl

31
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 §
yuhOO- Summary  Chart  Conversa tions

finance

Exercise

1. Go to Yahoo Finance for BTC to CAD
https://ca.finance.yahoo.com/quote/BTC-CAD/

2. Navigate to the Historic Data

3. Look up how much 1 BTC was worth in CAD on 14
February 2022

4. Calculate how much 0.14 Bitcoins were worth

5. Compare this amount to the $8000 amount
mentioned in the YouTube video

32


https://ca.finance.yahoo.com/quote/BTC-CAD/

Chainalysis — C

Donation site is
on the far left.

Edges of the
triangle are 101
addresses each
containing

approximately
$8k in bitcoins.

Far right are
addresses
cashing out at
exchanges.

UNCLASSIFIED - NON CLASSIFIE

iIsbursement Graph

33
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Truckers cashing out at Exchanges

004

SendWyre.com

—o - 0.14
hclqhd-s,EEN‘

Coinbase.com

014 f -

| Totsl of & truckers cashing out 58,000 each to different
sxchanges?

1

HE e

Crypto.com

0.14

Coinbefry.com

Canadian Cryptocurrency Exchange

34
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Movement of cryptocurrency out of the
$8,000 addresses can be monitored by

tools (e.g. Chainalysis)

* Chainalysis is able to send investigators
notifications when the truckers cash out or

transfer the bitcoins into their own
cryptocurrency wallets.

Root Address Balance:

bclgfjnsatjz3igleydhdurtlcdfx7 z69mx.. Sent:

Recelved:
Watch
‘Ql' Total Fees:

35



WERE MULTIPLE INDIVIDUALS
INVOLVED IN TRANSACTIONS?
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Multisig Addresses

Multi-signature (multisig) addresses require more
than one key to spend any cryptocurrency held in
them.

Limit on the number of keys varies depending on the

address type.

Upper limit is 16-20 keys. T T T T T

Standard is 3 keys. 2 2 ® o
Multisig

M=3
N=5

3 of the 5
keys are
required to
make a
transaction

37
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Were multisig addresses used?

* |If multi-signature address are being used, this
usually implies that more than one person was
iInvolved.

* If multisig addresses are being used, law
enforcement will need more than one key to
seize assets held at an address.

* ldentifying who has the keys may help you
coordinate searches.

* Seed Word Lists may help?

38
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Multisig Transactions can be identified
Using a Blockchain Explorer

mempool

https://mempool.space/address/bc1q87
ppl7tpesdxd9upandq56fges3hOvu2nzls8j
3d2yn6whu70s5secfj5l

OF PUSHEYTES 332 027clcafd48147045£95c2ff3a2046405
20339591dbl1f73bebbafddcieladiaddfl
OF PUSHEYTES 332 03447ac570%afdf0f8al0af43ba3ati3ce

a030bfd0f4848cafbd5e3ff24cf753ba
OF PUSHEYTES 33 034e0dd693acd8%7faB9%4adlB0c536dL3

Tfa55febbal2fe53ebesdf47b46baied 98
CFP PUSHEBYTES 332 037feelod2®7bcBlad9bci951604ecfdfs
5d3140712313a2d5%47decdca22c2eT9a4

39


https://mempool.space/address/bc1q87ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j3d2yn6whu70s5secfj5l
https://mempool.space/address/bc1q87ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j3d2yn6whu70s5secfj5l
https://mempool.space/address/bc1q87ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j3d2yn6whu70s5secfj5l
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O

Cobo.com
Coinberry.com

j Kraken.com

Shakepay.corr

O

MNewton.co

Coinbgise.com

Binance.com

Cryptoom

BitcoinwWell...
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